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Internet BankingPolicy 

1. Internet Banking in our Bank: 

Internet Banking provides the perfect platform to offer integrated remote 

financial services portal to its customers – a one click access to routine banking 

products and services like savings account, current account, bill payment, 

online fund transfer and several other value added surround services.  

2. Services Offered through Internet banking: 

Services are broadly segmented as follows:  

 Retail Internet Bankingƒ  

 Internet Banking for Corporateƒ  

 Kids Internet Banking 

The following facilities are being offered to different types service segments: 

 Enquiry 

 Fund Transfer 

 Online FD/RD 

 Bill payment 

 Alerts 

 Tax payment 

 ASBA 

 Viewing 26AS 

 Income TAX e-filing 

 PMNRF 

 File upload (for corporate users) 

 IMPS 

 Profile customization 

 

3. Choice of User-id: 

Upon registration the user shall be provided with default user id, preferably the 

cust-id, and password. The PIN mailer containing the user id and passwords 

(both the log-in and transaction passwords) shall be delivered to the user 

against acknowledgement. During the first login, a one-time option will be given 

to the user to modify the default userid to the user-id of her/his choice, provided 

the same is available in the system. In addition, during the first login, system will 

ask the user to mandatorily change his/her Bank provided login and transaction 

passwords. The following points are to be kept in mind while changing the 

passwords:  
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a) The password cannot consist of all the characters as are in the username.  

b) Only letters or only digits are not allowed in the password. 

c) Spaces are not allowed in the password. The password must contain 

alphabets as well as numerical.  

d) The Password should contain a minimum of 6 characters and a maximum 

of 15 characters. 

e) The user shall be prompted to change the passwords on 365 days basis to 

maintain the integrity of customer accounts 

 

Online Registration and reset of Password:- 

Bank has provided the facility of online user registration along with the reset of 

the password. In such case, customer would be able to regenerate/activate his 

password(s) and create user id after proper online authentication by the system. 

 

4. Operational guidelines for internet banking: 

The Internet Banking services shall be subject to following operational guidelines 

that would be reviewed from time to time: 

 

Registration: 

 

a) The customer shall be required to register with the bank for availing 

Internet Banking Service.  

 

b) A retail customer can subscribe for either view only or Transaction facility. 

If a retail user is having transaction facility, he/she will also get the Tax 

payment facility by default. 

c) In case of corporate customers, View-only, Transaction as well as Tax 

payment facilities shall be available and a user will opt for any of the 

facility. If a corporate user has opted for the Transaction facility, he/she 

will also get the Tax payment facility. 

d) Customers shall have to fill in the form themselves personally. 

e) Branch shall also verify that the mandate given in the request is not 

different from the mandate for operation of account.  

f) The Internet banking users shall have to make request in the prescribed 

form while requesting for addition of a new account in their eBanking id. 

g) Customer can submit the above request to any branch of the Bank.  

 

5. Customer Account locking:  
 

For the security reasons customer account (userid) locking shall be 

enabled. Any customer account shall be locked for indefinite period on 

violation of the set parameters. 
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 In such situations, the user shall have to inform Bank through proper 

channel for unlocking the respective account. Customer shall be 

required to validate her/his identity to the Bank prior to such an 

unlocking request being executed. Bank, on receipt of such 

notifications from the proper channel, shall check the user locked 

position and after conforming shall unlock the password for the user.  

 The user shall have to change the password after getting the 

account unlocked by the Bank.  

 

6. Terms And Conditions: 

 

The terms and conditions for Internet banking would be displayed on the 

Bank’s Internet banking web site. 

 

a. The customer shall acknowledge for having read and understood the 

terms and conditions which shall be annexed to the registration form.  

 

b. The user shall also have to commit on “Agree” buttonappearing below 

the terms and conditions when she/he logs in to the Internet banking for 

the first time. Bank will count this as acknowledgement by the user to the 

terms and conditions for Internet banking. 

 

7. Termination of facility: 

Following are the various circumstances under which the Internet banking 

services may be terminated for a user:  

 

a. The users shall be allowed to request termination of facility to the Bank.  

 

b. Bank shall have the right to terminate the facility if the conduct of user’s 

account is not found good and or if the User fails to comply with the 

terms and conditions attached to the usage of Internet Banking Facility. 

 

c. The Internet banking services shall be terminated upon cessation of the 

BankCustomer relationship of the User.  

 

d. The bank reserves the right to monitor the activity of suspicious user 

accounts through the internet channel and even block certain services if 

deemed suspicious.  

 

e. The bank has the right to turn over to relevant governmental authorities 

any electronic records on their specific request and the customer will not 

have recourse to question the same on grounds of confidentiality.  
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8. Transactions In The Indian Rupees:  

 

The transactions through Internet banking would be allowed in Indian rupees 

only.  

 

9. Fund transfer facility and financial limits:  

 

Bank’s fund transfer limit applicable for eBanking customers is as under:  
(Amount in Rupees) 

Service Type 

NEFT/RTGS OWN Account 3rd Party Bill  Payment 

Per Txn Per Day Per Txn Per Day Per Txn 
Per 

Day 
Per Txn 

Per 

Day 

Retail Users 5Lacs       5 Lacs 5Lacs       5 Lacs 5Lacs       5 Lacs 2Lacs       2 Lacs 

Corporate 

Users 

25 Lacs    25 Lacs 5 Lacs    25 Lacs 5 Lacs    25 Lacs 5 Lacs    5 Lacs 

# For Tax payments, there shall be no limit and customer can pay tax as per the 

amount available in their balance. Such payment shall not be accounted while 

calculating calendar month limit.  

 

In case of necessity for increase in the above limits for a specific period, request 

should be made by the user through the branch concerned to the Bank’s 

eBanking cell, which will be considered at the sole discretion of the bank.  

 

10. Two Factor Authentication System:  

 

Bank shall offer the Two-factor authentication system to its eBanking customers 

to provide them with the safest and most secure Internet Banking environment. 

Bank provides One Time Password in case if his last login device differs and also 

to do transaction One Time Password is mandatory.  

 

11. Grievance Redressal: 

 

For assistance in internet Banking Service, a customer may contact toll free 

helpline no.1800 274 0123 of Bank’s customer care centre. For complaints of any 

nature, customers may contact the Branch maintaining the Primary account. 

Additionally, a customer may also send queries / complaints to 

hoe_banking.calcutta@ucobank.co.in . 
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